BAN TO CHUC CUQC THI CONG HOA XA HOI CHU NGHIA VIET NAM

SINH VIEN VOI ATTT ASEAN 2023 Poc lap — Tu do — Hanh phiic
$6: 01/QD-BTC SVATTT Ha Noi, ngay 28 thdng 6 nim 2023
QUYET PINH

Ban hanh Quy ché cudc thi
“Sinh vién véi An toan thong tin ASEAN 2023”

TRUONG BAN TO CHUC CUQC THI
SINH VIEN VOI AN TOAN THONG TIN ASEAN 2023

Cin cir ké hoach t6 chirc cude thi “Sinh vién véi An toan thong tin ASEAN
2023” cua Hiép hdi An toan thong tin Viét Nam ngay 08 thang 6 nam 2023;

Cin ctr Quyét dinh s6 185/QD-VNISA ngay 19 thang 6 ndm 2023 cta Chi
tich Hi€p hoi An toan thong tin Viét Nam vé viéc thanh 14p Ban T6 chitc cudc thi
“Sinh vién véi An toan thong tin ASEAN 2023”;

Cin cir y kién cua cac thanh vién Ban T4 chirc cudc thi va xét dé nghi cia
Chénh van phong Hi€p héi An toan thong tin Viét Nam,

QUYET PINH:

Didu 1. Ban hanh kém theo Quyét dinh ndy Quy ché cudc thi “Sinh vién véi
An toan thong tin ASEAN 2023”.

Dleu 2. Ban T4 chirc cudc thi ¢6 trach nhiém phdi hop vé6i cac don vi ¢6 lién
quan td chirc cudc thi “Sinh vién v6i An toan thong tin ASEAN 2023” theo Quy
ché nay va cac quy dinh lién quan cua Hi€p hdi An toan thong tin Viét Nam.

Dleu 3. Quyét dinh nay c6 hiéu luc ké tir ngay ky. Ban T chirc va cac ca
nhan, t6 chirc ¢6 lién quan chiu trach nhiém thi hanh Quyét dinh nay.

Noi nhan:

- Nhu diéu 3;

- Chii tich VNISA (dé b/c);

- Céc trudng DH, CB, hoc vién;
- Website cudc thi;

- Luu VPHH.

Khéng Huy Hiing



M\AN TQAN THONG TIN ASEAN 2023
vdinh s6 01/QD-BTC SVATTT ngay 28 thdang 6 ndm
d thi “Sinh vién véi An toan thong tin ASEAN 2023”)

Piéu 1. Muc dicl

Quy ché nay nham gitp Hiép hoi An toan thong tin Viét Nam (VNISA) va
Ban T chirc trién khai Cudc thi theo ké hoach t6 chirc cudc thi “Sinh vién véi An
toan thong tin ASEAN 2023” ctia VNISA.

Diéu 2. P6i twong dy thi

- Sinh vién, hoc vi€n h¢ cao dang, dai hoc dai dién cho céc Trudng dai hoc,
Cao déing va Hoc vién (goi tit 13 cac Truong) cta Viét Nam va mot s6 Trudong cta
cac nudc ASEAN.

- Céc thanh vién cta cac Trudng tham gia cudc thi duge td chirc thanh timg
D61, moi Poi c6 khong qué 4 thanh vién.
- C4c thanh vién tham dy cudc thi trén nguyén tic tu nguyén va tu giac

chip hanh Quy ché cudc thi va chua tham gia qué hai (02) 14n vong thi Chung
khao ctia cudc thi cac nam trude do.

Pitu 3. Noi dung, cach thirc va thoi gian td chire cude thi
1. Noi dung cudc thi: Thi kién thirc va k§ ning vé ATTT.

2. Céch thic td chire: cude thi duge td chirc qua 03 vong thi la Khai dong,
Bén két va Chung két.

a) Vong Khéi dong:

- Hinh thire thi: Thi thyc hanh truc tuyén (online) v& ATTT, dién ra dong
thoi v6i tat ca cac Doi dy thi. Cac Trudng tu quan ly cac Doi dy thi cua Truong
minh va két ndi truc t1ep hinh 4nh cta céc thi sinh duy thi trong thoi gian thi véi
Ban T chitc qua hé théng video conference. Dé thi dugc x4y dung theo hinh thirc
vuot qua Thi thach theo chii d& (CTF jeopardy).

- Noi dung thi gdbm: Pwnable (Khai thac 16i phdn mém, buffer overflow,
format string, shellcode ...); Reverse engineering (tép trung vao k¥ nang dich
nguoc mi ngudn phan mém, cach unpack céc packer, crypter bao vé phan mem)
Web (Cac ky thuét tAn cong vao tmg dung Web); Crypto/ACM (Danh d6 giai ma,
tn cong cac thuat toan mi hoa, dung ki ning 1ap trinh/giai thudt dé giai céc trd
choi, mé cung ...).

- V& s6 Dai thi: Khong gi6i han sé Doi du thi cia tit ca cac Trudng.
- Thoi gian thi: Dau thang 10/2023 (du kién 07/10/2023), trong 4 tiéng

- Vong thi giup cac D61 1am quen véi hinh thire va ndi dung thi. Cac Ddi thi
phai ghi diém & vong nay dé dugc dy vong Ban két.



b) Vong Bén két:

- Hinh thirc thi: Thi thyc hanh tryc tuyén v& ATTT theo hinh thirc vuot qua
Thit thach theo chui @& (CTF jeopardy).

- Nbi dung thi gdbm: Pwnable (Khai thac 13i phan mém, buffer overflow,
format string, shellcode ...); Reverse engineering (t8p trung vao k§ nang dich
nguoc mi ngudn phan mém, cach unpack céc packer, crypter bao vé phan mém);
Web (Cac k§ thuat tAn cong vao ung dung web); Crypto/ACM (Danh d6 giai ma,
tAn cdng cac thuat toan ma hoa, dimg ki ndng l4p trinh/giai thuat dé giai cac tro
choi, mé cung ...).

- V& cac Doi thi: Mdi Truong Viét Nam dugc cir khong qua 3 Doi duy thi tép
trung tai 2 cum thi: phia Béc (cdc truong tr Da Néng tré ra Bic) thi tai Ha Ni,
phia Nam (c4c trudng Da Néng trd vao Nam) thi tai TP H6 Chi Minh (cac trudong &
Da Ning ding ky thi &@ Ha Noi hosic TP. H Chi Minh).

Cac Dai thi ctia cac nudc ASEAN khac tham gia online tai cum thi ASEAN
- Thoi gian thi: Cubi thang 10/2023 (du kién 21/10/2023), trong 9 tiéng.

Vong thi nay chia thanh 02 giai doan: giai doan 1 gdm 4 tiéng, giai doan 2
gdm 5 tiéng, giira 2 giai doan c6 30 phut giai lao

- 20 Doi din dau cia bang diém giai doan 1 dugc vao thi Chung két (khong
thi Ban két giai doan 2), cac doi con lai tiép tuc thi Ban két giai doan 2

¢) Vong Chung két:
- Thi thuc hanh truc tuyén vé ATTT, chu yéu theo hinh thic dbi khang, tn
cong va phong thu trén mang mdy tinh (CTF attack & defense).
- Thoi gian thi: Cing thdi gian thi Ban két giai doan 2 (trong 5 tiéng lién tuc)
Diéu 4. Ping ky du thi, quyén lgi va trach nhiém cia cac Doi du thi
1. Thot han dang ky du thi
- Dang ky dy thi vong Khéi dong: Cac Trudng ding ky Truéng doan va
danh sach cac Doi du thi tham du vong Khéi dong véi Ban T6 chic trude ngay
15/9/2023 (miu diang ky duogc dang tai trén Website cudc thi).

- Dang ky du thi vong Bén két: Cac Trudng déng ky danh sach cic Doi tham
dy vong Ban két véi Ban T6 chie sau vong thi Khéi dong khdng qué 3 ngay.

Danh sach va thong tin céc Doi di dang ky du thi s kip thdi duoc ding tai
trén website cua cudc thi dé cac Trudng xem xét, phat hién sai sé6t va chinh ly
thong tin gtri vé Ban T4 chirc (thdi han mudn nhit 13 03 ngdy trudc khi dién ra cic
vong thi).

2. Quyén loi cua cac Doi dy thi:

- Céc Doi tham du thi dugc Ban T chirc thong bao vé kich ban chi tit,
luat tinh diém va céc thong tin cudc thi.
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- Céac Doi dy thi Ban két, Chung két duoc Hiép hoi An toan thong tin Viét
Nam ting Bing khen/ Gidy khen/ Chtng nhan tham du cudc thi.

- Cac Doi Viét Nam doat giai cao dugc dé nghi ting bang khen cua B
truong Bo Gido duc va Dao tao va dugc Hiép hoi An toan thong tin Viét Nam gicsi
thi€u vdi cac co quan ¢ thim quyén uu tién lya chon cir tham dy céc cudc thi
qudc té vé ATTT nhu Cyber Seagame...

- Céc thanh vién cda cac Ddi Viét Nam doat giai cao dugc Hi€p hoi An
toan thong tin Viét Nam gidi thiu vao lam viéc tai cdc co quan t6 chire, doanh
nghi€p c6 nhu ciu nhén luc ATTT chét lugng cao.

3. Trach nhiém cua cac D61 thi:

- Khi dy thi online phai két nbi tryc tiép hinh anh cua tit ca cac thanh vién
du thi trong thoi gian thi véi Ban To chitc qua hé thong video conference.

- Khi du thi tap trung, thi sinh phai mang theo Thé Sinh vién, Can cudc
cong dan (hodc Ho chiéu) va méy tinh c4 nhan.

- Phai giéi trinh cach tim ra dép 4n néu dugc Ban gidm khao yéu ciu.

- Chip hanh nghiém tic Quy ché cudc thi. Poi c6 thanh vién vi pham quy
ché thi thi dugc goi 14 Pdi vi pham quy ché thi, tiy theo mirc d6 s& bi nhic nhd,
canh cdo, trir diém thi/ budc phai dirng thi.

- Trudng c6 Doi vi pham quy ché thi s& khong dugc moi cir Doi tham du
cugc thi & ndm ti€p thec
4. Trong mdi vong thi, Ban T4 chirc s& c6 quy dinh va huéng din cu thé cho
cac Dai thi
5. Diéu kién bao dam tham gia cudc thi: cac Doi khong phai dong kinh phi
du thi, tu chudn bi may tinh xach tay va chi phi di chuyén, 3n & khi dy thi.
Piéu 5. Giai thudéng
1. Co chu giai thudng
- Vong Khéi dong: Khong xét giai
- Vong Ban két: C6 01 giai Nhét, 03 giai Nhi, 05 giai Ba va mét s6 giai
Khuyén khich.

So lugng va co ciu giai Khuyen khich dwgc Ban T chirc quyét dinh cin cir
vao s luong cac Doi du thi va sb truong c6 doi tham du

- Vong Chung két: C6 01 giai Nhét, 03 giai Nhi, 05 giai Ba va 11 giai Khuyén
khich.

2. Giai thuéng cho cac Doi doat gidi gdm:
- Bang khen/ gidy khen;
- Phén thuéng bang tién mit hodc hién vat c6 gia tri tuong duong;
- Céc giai thudng phu khéc (néu co).
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Gi4 trj giai thudng s& duge VNISA cin dbi phi hop véi ngudn kinh phi hd

trg cho cudc thi.
3. Hinh thirc nhén thudng

- Cac Doi Viét Nam dat gidi s€ nhan thudng truc tiép

- Cac D0i nude ngoai dat giai s€ nhén chimg nhan gidi thudng qua email,
nhan tién thudng qua paypal (voi tai khoan paypal ciia ngudi dai dién Doi).
Piéu 6. Lé tong két va trao giai thwomg

1. Giai thuong vong Ban két, Chung két duge trao tai L& tong két, trao giai
cudc thi dugc t6 chirc cing ngay t6 chirc vong Bén két, Chung két. Cac Doi thi
nude ngoai theo ddi budi Le qua hoi nghi truyén hinh va duge thong bao giai
thuong theo két qua cudc thi (phan thudng cho cac Doi thi nudc ngoai dat giai s&
dugc Ban T6 chire giri t61 cac DPoi ngay sau budi Le tong két)

2. L& trao Béng lghen cua B0 truéng BO Gido duc va Dao tao dugc thuc
hi¢n trong Hoi thao - Trién 1dm quodc t€ “Ngay An toan thong tin Viét Nam 2023~
to chirc vao cudi thang 11 ndm 2023 tai Ha Noi.

Piéu 7. Théng tin vé cude thi
Théng tin ctia cudc thi dwoe Ban T chirc ding tai trén website ctia cudc thi
https://ascis.vnisa.org.vn (bang tiéng Anh va ticng Viét)

Ban T chitc cudc thi c6 quyén thay ddi, didu chinh Quy ché, thoi gian to
chire cac vong thi, thoi gian thuc hanh thi phti hop vai tinh hinh thye té. Cac thay
doi dugce thong bao truc tiep dén cac Doi du thi va qua website ciia Ban T6 chirc.

Dia chi lién lac caa Ban Té chuc:

Vin phong VNISA: S6 155 phé An Trach, quan DPéng Pa, Ha Nbi;
Dién thoai: (024) 6290 1028; Email: ascis@vnisa.org.vn

Thong tin chi tiét lién hé 6ng Pinh Minh Pc — Phé Chanh Vin phong

VNISA, dién thoai: 0963987574, email: ducdm@vnisa.org.vn

“"HU TICH VNISA
Khong Huy Hiing



